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3GPP™ Work Item Description

Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: 
Work Item on Security Assurance Specification for 5G NWDAF 
Acronym: SCAS_5G_NWDAF 
Unique identifier: 
{A number to be provided by MCC at the plenary} 
Potential target Release: Rel-17 

Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan.
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Classification of the Work Item and linked work items
2.1
Primary classification
This work item is a … 
	X
	Feature

	
	Building Block

	
	Work Task

	
	Study Item


2.2
Parent Work Item 
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	


2.3
Other related Work Items and dependencies
	Other related Work Items (if any)

	Unique ID
	Title
	Nature of relationship

	790015
	Revised WID Security Assurance Specification for 5G
	SCAS for 5G R15


3
Justification

5G has attracted more and more attention from the society, security assurance about network products, which could  ensure network products own relatively security protection. 3GPP has defined security assurance specifications for gNB, AMF, SMF, UDM, AUSF, NRF, NEF, SEPP, and UPF in 5G network. 

However, since R15, 3GPP has introduced a new feature, enablers for Network Automation for 5G, which bring NWDAF as a new network function for 5G core in TS 23.501. In this feature, NWDAF could collect any information from any NF, for which the details are defined in TS 23.288. The Security Assurance Specifications (SCAS) need to expand  in R17 to cover the NWDAF based on SA2 R16 requirements. Security Assurance Specification (SCAS) for NWDAF is important to ensure that the performance and analytics data collected in a secure manner by NWDAF and is not exposed to unauthorised entities.

4
Objective

The objective is to develop the Security Assurance Specification(s) (SCAS) for the NWDAF network product class:

-
identify threats and critical assets to the NWDAF not already identified in TR 33.926

-
develop and/or adapt NWDAF specific security functional requirements and related test cases
-
develop and/or adapt NWDAF specific basic vulnerability testing requirements and related test cases  

5
Expected Output and Time scale

	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	TS


	33.xyz
	5G Security Assurance Specification (SCAS); Network Data Analytics Function (NWDAF)
	TSG#90(Dec.2020)
	TSG#91(Mar.2021)
	QI Minpeng, China Mobile, qiminpeng@chinamobile.com


	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TR 33.926
	New security assets discovered during the work of 5G NWDAF SCAS
	SA#91(Mar 2021)
	


6
Work item Rapporteur(s)
QI Minpeng, China Mobile, qiminpeng@chinamobile.com
7
Work item leadership

SA3

8
Aspects that involve other WGs
None

9
Supporting Individual Members
{At least 4 supporting Individual Members are needed. There is an expectation that these companies will provide resources to progress the work. Note that having 4 supporting companies is a necessary but not sufficient condition: the usual TSG approval process by consensus is needed for the WID approval.} 

	Supporting IM name

	China Mobile

	China Unicom

	Nokia

	Nokia Shanghai Bell

	CAICT

	ZTE

	Huawei

	HiSilicon

	Ericsson


